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About Me

A Chairman - PASS
A Consultant - Apple to Apple LLC

A Director of Security and Emergency
Planning - Littleton Public Schools
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About Me

A VP - Facility Engineering Associates
A Physical Security Professional (PSP)
A Author-fiSchool Securi:t
A Member - CSC, PASS, ASIS Intl., IASBO
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About this Session

Session Takeaways
A Learn about safety and security challenges facing schools.

A Understand the concept of layered and tiered safety and
security as well as components and leading practices to
deter, detect and delay adversarial behavior.

A Review how the PASS Guidelines and Assessment Tools
can be utilized by schools to implement and enhance the
safety and security of their facilities.

#CSC21 #BeVigilant
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Partner Alliance
for Safer Schools

SAFETY AND SECURITY

GUIDELINES

for K-12 Schools



www.passkl2.org

=saaz) l-)ASS About PASS Articles & News Guidelines & Resources Download Guidelines Q
Partner Alliance
for Safer Schools

It's time to improve
school security.

Making schools safer is both achievable and
urgently needed.

Our School Safety Guidelines
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About PASS

The mission of PASS is to provide school administrators, school boards and public safety and
security professionals with information, tools and insight needed to implement a tiered approach

to securing and enhancing the safety of school environments based on their individual needs,
nationwide best practices, and making the most effective use of resources available.

PASS supports efforts by communities throughout the United States to provide and sustain an

effective level of security appropriate to each district and K-12 facility, recognizing that making

schools safer is both achievable and urgently needed.



Understanding Perception

Shooting tolls since 2000, by type of school

Analysis of Wikipedia data through Feb, 14, 2018,
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Understanding Perception

https:/fwww.usnews.com » News » Health News

Shut Them Down: Why Schools Might Not Be Safe During ... @
Dec 2, 2020 — Data on coronavirus cases in U.S. schools suggests in-person classes . Our
data demonstrates that schools are not the safe havens or silos .

hitps:/fwww.nytimes.com » 2018/05/22 » safe-school-sho._..

Why Campus Shootings Are So Shocking: School Is the ... @

May 22, 2018 — “Especially in the younger grades, school is the safest place they can be,” said
Melissa Sickmund, director of the National Center for Juvenile ...

https://safety lovetoknow.com » Why_is_School_Safety...

Why Is School Safety Important | LoveToKnow @

When their basic safety needs aren't met, children are at risk for not feeling ... Promoting school
safety creates an open space for kids to explore, learn and grow.
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Stakeholders Safety and Security Concerns

Recowery
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Step 1- Where to start?

Who Should be On Your Team?

Security
Director

= [
Integration [=
Team
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Step 2 Understand Your Layers of Security

LAYERS OF PROTECTION

o1 DISTRICT-WIDE

m PARKING LOT PERIMETER

. BUILDING PERIMETER

i

E CLASSROOM/INTERIOR PERIMETER
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DISTRICT-WIDE

What are your challenges in this Layer?
1.

2.
3.
4
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What are your challenges in this Layer?
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BUILDING PERIMETER

What are your challenges in this Layer?
1.

2.
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CLASSROOM/INTERIOR PERIMETER

What are your challenges in this Layer?
1.

2.
3.
4
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Step 3 Understand Safety and Security Components

APolicies and Procedures

APeople Roles and Training Deter
AArchitectural

ACommunications Detect
AAccess Control Del ay

AVideo Surveillance
ADetection and Alarms



Policies and Procedures

What are the areas in your policies and procedures that could be
improved?

abkowbdE



People Roles and Training

What are the areas in your people, roles and training that could be
improved?

abkowbdE



Architectural

What are the architectural areas that could be improved? What are
the CPTED principle you may be missing?

arODdDE



Communication

Do you have separate communication systems fortdagtay and
emergencies? What improvements could be improved?

arODdDE



Access Control

What parts of your access control system function well for you?
Mechanical? Electronics? How could they be improved?

arODdDE



Video Surveillance

Do you have video surveillance technology? How could it be
improved?

abkowbdE



Detection and Alarms

Do have adequate detection and alarm systems? If not, what
Improvements are needed#(, do you know if doors are closed
and locked, or just closed?)

akrwbpE



Step 4 Risk Assessment

Risk Assessment. Most school buildings across a district have unique
risk profiles. Complete a risk assessment for each building followed by
a building assessment (using the PASS Guidelines Checklist) and
develop the plan and budget for the building.

Threat Vulnerability



Step 5 Building Assessments

Building Assessment Using Checklist by Layer. The Building Assessme
can be completed using the PASS Guidelines Checklist. Complete this
process by reviewing each layer within the Guidelines. The district

wide layer needs only to be completed once, as it is designed to cover
best practices that should be implemented across the entire district.



The PASS Checklist

------------------------

SCHOOL SAFETY AND SECURITY

CHECKLIST
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District Wide Layer

ﬁ DISTRICT-WIDE LAYER

» Scheol and District Emergency Protecols & Respoasibilities Defined

» Dedicated Security Director/Degartment

» Climate and Cultural Survey of Stakeholders

» Establishment of Safety Policies and Procedures

» Sharing Maps and Other Facility lnformation With Law Enforcement, Fire and EMS
» District-Wide Physical Security Standands

» Anmal Physical Security Assessments Based on District-Wide Standards
» Ensure Mamitenance of Secarity Technology Implementations

» |ncident Report Documentation System

» Conduct Lockdown Drills

» |ndepandent Security Assessment on 5-Year Cycle

AYAYAYATATATAIATATAS




District Wide Layer

VISITOR MAMAGEMENT SYSTEM

w Visiter Badging System

X
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w Electranic Visiter Management System

X

w WMS-Assisted Backgmund Checks

STUDEMT AND STAFF IDENTIFICATION

» Volunteer Backgrewnd Checks

» Student Identification Badges

%
%

w» Smart Caed [dentification Badges

« Biometrics-Based Authentication

CYBERSECURITY AND NETWORK INFRASTRUCTURE

» Sagregate Physical Security Metwork From Administrative and Stedent Networks

w Optamize Power Dver Ethernet Cablng Infrastructure to Suppert Security Devices

w MOF and IOF Frame for Servers, Connections and Head End Security Hardware

w Implement Al Awailable Software and Firmware Updates

» Ensure Secwity Eguipment Software and Firmeane is Up te Date

w |ncident Respanse and Redundancy Plan for Critical Security Systems

» Cybersecurity Best Practices Training

» Device Passwerd Change Schedule

AR A AN AN AR A

AR AYATATANAY
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District Wide Layer

DISTRICT-WIDE LAYER

CYBERSECURITY AMD NETWORK INFRASTRUCTURE [CONT.)
= Internal and Extemal Penetration Testing
= Automated Velnerabality Seanning

» Compramise Assessment

» Metwork Intresion Detection

= Coanpramise Assassment

» Meat-Generation Firewalls

= Digtriet-Wide Managed IT Metwork Cybersseurity Operations

» Empawer ALL Staff to laitiate Emengency Procedunes
= Blannual Ml Hazand Sesnarip-Based Drills With Commusity Parteers

= Empawer Community to Share Concems Through Anomymaus Regerting
= Train ML Staff and Volestears oo Mandated Reperting Requiements a0d Protocels
= Firet Respander Training fer Scheod Persannel Based on Local Needs

AAAYAYATAY

» Facdlity and Vicinity Mapping

b

= Entrances Marked With First Responder Mambering System

A}

w Pristed or Electronic “Tactical Floor Plans™

= Zone Emengency Respesse System
» Bullding Informatssa Modeting [BIk]




District Wide Layer

» Facdlity and Vicinity Mapping

w Entrances Marked With First Responder Numbering System
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» Prnted or Electrnic "Tactical Flaor Plans™

= Zone Emengency Respesse System

» Building Infarmatsen Modeling [B2.]

» Memacandums of Understanding [MOUs] With Emergency Responders far Threat
Information Sharieg and Bullding Access

» MOUs With Hespitats, Religiows Onganizations, Community Centers and Red Cross

 Wide-Arza Two-Wiay Rasfio System

» Bi-Directienal Amplifier [BO&| er Distributed Antenna Systems [DAS]

\IATAY R

w Trunked Radeo System

» Mass Netification Unified With Emengency Communications System

» Manitor NORA Lacal Weather Infesmation

w Weather Momtaring Senvace

» Weather Mositaring Station at Central School Facdlity

» Weather Mositering Station at School Facilites Every 10 Miles
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District Wide Layer



