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Lieutenant Mike Betzler

 Husband and father of 3

- 4 years Saddleback College Police
Department

« 30 years Orange County Sheriff's
Department

« 11 years SWAT
- 2 years Los Angeles Dodgers

- Law Enforcement/Security
Consultant
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Robert Ford

* Network Systems Administrator

« 15 years Information Technology — \
Education Environment

« 5 years Network Security
« 1 year Campus Safety
« Bachelors in Computer Science
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Access Control as a Safety System:

Session Takeaways
« Today’s Threat

* Access Control as Part of a Comprehensive Plan

- Safety versus Security

* Electronic Access Control
* The Saddleback College Model
- Leveraging Technology

«  We're here to help!

#CSC19 )
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Why are we here...?

Colorado STEM school shooting: One dead, 8
injured, 2 in custody

“We chose a small school because we thought they’d be safer, because we thought that
everybody would know everybody,” one mother of a survivor said.

Multiple students injured in Colorado school shooting

MAY 7, 2019 / 01:32
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What Does Today’s Threat Look Like...?
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Campus Violence: Actlve Shooter
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FBI: Active Shooter Incidents
In the US in 2018

« 27 incidents
« 213 casualties, 85 killed
« 27 shooters
— 11 apprehended by LE
— 10 died by suicide
— 5 killed (4 by police)

o _ _ _ Actlve Shooter InadentSm the _‘
* 5incidents in education environments United States in 2018 5 M,: i
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— 29 killed, 52 wounded o A AR
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Active Shooters in Education:

University of Texas 1966 — 18 killed, 31 wounded

Cal State University, Fullerton 1976 — 7 killed, 1 wounded
Columbine High School 1999 - 15 killed, 21 wounded
Red Lake High School 2005 - 10 killed, 7 wounded
Nickel Mines 2006 - 6 killed, 5 wounded

Virginia Tech 2007 — 32 killed, 17 wounded

Northern lllinois University 2008 - 6 killed, 21 wounded
Oikos University 2012 - 7 killed, 3 wounded

Sandy Hook Elementary 2012 — 28 killed, 2 wounded
Santa Monica College 2013 - 6 killed, 4 wounded

UC Santa Barbara 2014 - 7 killed, 14 wounded
Umpqua Community College 2015 - 10 killed, 9 wounded
Marjory Stoneman Douglas High School 2018 - 17 killed, 17 wounded
Santa Fe High School 2018 - 10 killed, 13 wounded

#CSC19
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Why is Access Control Important?

#CSC19



Campus Safety
CONFERENCE 2019
Access Control as Part of a Comprehensive Plan
The Plan:
* Preparation

* Response

* Recovery

Access control is only one
part of a comprehensive
plan...

#CSC19
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« What are my options:

— Mechanical: ?
— Electronic Access Control: ﬁ |
« Hardwired Electronic Access Control %
* Project Scope

* Integration

 Incremental Implementation

#CSC19
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Consider all scenarios/potential downsides...
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Locked electronic doors slowed police
response in Virginia Beach mass shooting

RS
[S]) PHOTO GALLERY C—E
z 3 - &
-_— e : Y4
~ E «“<Fe
=
B
A

#CSC19



Campus Safety
CONFERENCE 2019
Electronic Access Control as a Project:

* Project Goals, Standards and Scope
* Progressive Integrated Design
* Build a Winning Team

— School, College or University

— Construction Team

— Can they do the job?

— Have they/can they do the job as a team...?

#CSC19 15
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Saddleback College,
Mission Viejo CA

« Part of South Orange County
Community College District
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« Approx. 27,000 enrolled, approx.
7,000 FTES

» 200 acres campus
* 48 buildings
* Approx. 1500 doors

* Approx. 1200 users

#CSC19
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The Saddleback College Model: ‘

- “Safety System” vs. Security System
 |If it has alock, it will be access control

- Hard keys will not be issued

* Progressive Integrated Design
* Full Integration

 Lock down capability

* Does not restrict egress/1st Responders

#CSC19
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The Saddleback College
* Simple operation R

Utilities

« Access/ID card operates all
doors with permission
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* Double-tap/toggle feature

 Single button on iNterior Of | —
loCK activaleS EMErgENCY i e———————————
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The Saddleback College Model:

- Safety system

« Puts safety in the hands of faculty and staff
 Ability to get in front of the threat

 Still provides an excellent “security” system
« Does not play into the hands of a threat

- Scalable over time

#CSC19
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The Saddleback College Model:
« Scheduling of locks/unlocks
 Dally reset of locks
* Interface with HR/Active Directory ' =
* College ID is your access card

« Personal accountability
« Security of the college and the system
* Record keeping and reporting

#CSC19 20
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The Saddleback College Model:

* |nitial Budget: approx. $10,000,000 ($10-Million)

« Current Projected Costs: in excess of $7,000,000 (over
$7-Million)

 Average cost to retrofit a classroom: $3485 per door

« Additional costs for head end, licensing, IDFs, switches,
emergency power, fiber cabling, etc...

« Don't forget rollout, training, staffing and support...

#CSC19 21




Campus Safety
CONFERENCE 2019
The Saddleback College Model:

* New Construction: $1600-$1800 per door for
Electronic Access Control hardware over traditional

hardware

* Average costs could account for approx. 2-3%
Increase to the total cost the project

« Construction Standards
— New construction (8-11% Fire Code, 12-14% ADA)

#CSC19 22
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L]
Integration:
g u Saddleback College & Irvine Valley College
i ion

« Existing Network
— Network Switches

— Power — Power Over
Ethernet (POE)

— Communication
- Employee Identification
* Video Management System

Staff and Faculty
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Redundancy:
« Existing Network Infrastructure |

Stack wise cables Stack Power cables
Used to form switch stack To provide redundant power
ié !.
—
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 Management Software
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On the Construction Side:

* Progressive Design Build!
 Team

« Strong Leadership

« Communication

* Minimize Impact to Campus
* Facing Challenges
* On site work

#CSC19 26
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Take aways:
« Do your research/homework! SADDLEBACK
mmCOLLEGE

I_"_i

g

ARC

AMERICAN RIVER COLLEGE

- Establish clear objectives!
* Build a winning team!
«  Commitment and collaboration!

« All entities are at every meeting
and come together for every
problem!

« Owner representatives must know
be knowledgeable and drive the
project!

#CSC19 27
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Our Team Members: Thank You!!!
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In Closing... ;’
* If not us, who...?
* If not now, when...?
 We're here to help...

* Questions?

#CSC19
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Reminders Contact Info
- Access to the presentation Mike Betzler  Robert Ford
: Lieutenant Network Systems Admin
* Evaluations
_ _ (949) 582-4390 (949) 582-4281
« Social Media mbetzler@saddleback.edu
rford@saddleback.edu

www.saddleback.edu
o
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